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Dec 2022: Bolstered by
continued success, the United
States took a more aggressive
stance in supporting Ukraine,
receiving Ukrainian President
Zelensky in Washington, DC.
The visit was followed by a
record aid package and
deployment of PATRIOT
missiles. Little territory
changed hands on the
battlefield, however 

21 Jan 2022 - As we approach the
one-year anniversary of the
Russian invasion, there was no
real break in the conflict over the
holidays. As winter rolls on,
Russia renewed targeting of
Ukraine’s energy infrastructure
and refuses to end the war,
despite suffering major setbacks
and an alarming number of
casualties. 

Ukraine Update: The War Rages on 11 Months Later

13 Dec 22: Ukraine Allies pledge $1 Billion to bolster infrastructure needs. This was in response to
Russia’s airstrikes battering the civilian infrastructure to include water and power supplies.
15 Dec 22: Ukraine launches offensive to take back lost territory in Donetsk region.
29 Dec 22: Waves of 89 Russian missiles strike Ukraine damaging critical energy infrastructure
leaving many Ukrainians without heat in freezing temperatures.
31 Dec 23: Ukraine attacks Russian soldiers with US made HIMARS, leaving at least 63 soldiers
dead, with bloggers saying hundreds were killed.
10 Jan 23: Ukraine set to receive PATRIOT missile training in Oklahoma. 
11 Jan 23: Battle for salt mining town of Soledar wages on. Russia replaces commander of Ukraine
invasion force. 
14 Jan 23: Russia fires new wave of missiles across Ukraine. 
18 Jan 23: Eleven European countries met in Estonia and promised more support to Ukraine,
including 600 Brimstone missiles from the UK; 19 howitzers from Denmark; howitzers, ammo,
support vehicles and anti-tank grenade launchers from Estonia; Stinger air-defense systems, 2
helicopters and drones from Latvia; anti-aircraft guns and 2 helicopters from Lithuania; S-60 anti-
aircraft guns and 70,000 rounds of ammo from Poland; and production of large caliber ammo,
howitzers and APCs from Czech Republic.

 
       Ukraine used drones to attack military bases hundreds of miles inside Russia. 

https://time.com/6244325/ukraines-winter-offensive-could-decide-the-war/
https://warontherocks.com/understanding-the-russo-ukrainian-war-a-guide-from-war-on-the-rocks/
https://www.voanews.com/a/donors-focus-conference-on-ukraine-s-infrastructure-needs/6873948.html
https://www.cnn.com/2022/12/15/europe/russia-ukraine-donetsk-kherson-strikes-intl/index.html
https://time.com/6243763/russia-ukraine-missiles-key-infrastructure/
https://www.reuters.com/world/europe/defiant-ukrainians-cheer-new-year-drones-blasted-skies-2023-01-01/
https://www.bbc.com/news/world-60525350
https://www.euractiv.com/section/global-europe/news/eleven-european-nations-in-estonia-pledge-weapons-for-ukraine/
https://www.nytimes.com/2022/12/26/world/europe/russia-drone-attack-ukraine.html


Russia's Low-Risk Su-57 Employment

In May 2022, Russian sources claimed that Su-57
fighters were used in the opening weeks of the
2022 Russian invasion of Ukraine. 
Used in striker and counter air missions striking

14 Dec 2022 – British Defence Intelligence
confirmed Russia employed its advanced Su-57
FELON in the Ukrainian conflict since at least Jun
2022.  However, the missions are likely flown
entirely within low-risk Russian airspace to avoid
Ukrainian air defenses.

As the war continues, albeit at a virtual stalemate, Ukraine believes Russia is preparing another offensive.
Despite major setbacks, Russia is taking no steps to end the war. It remains unlikely that Russia will utilize
nuclear weapons, but instead continue relying heavily on information operations, strike missions targeting
critical infrastructure, and a ground campaign designed to hold territory in Eastern Ukraine and Crimea. 

19 Jan 23: Russia held high-level meetings in Belarus that could be setting conditions for a Russian
attack against Ukraine from Belarus in late 2023. Russia also warned of an “extremely dangerous”
escalation if NATO deploys battle-tanks and long-range missile systems to Ukraine as Zelensky
asked for 300 tanks.  
At the same time, Ukrainian allies gathered at Ramstein AB, Germany, to discuss additional aid.  The
United Kingdom is supplying 14 Challenger 2 tanks; Germany is being pressured to provide its
Leopard 2 tanks; Poland and Finland have to wait to follow suit with their Leopard 2s until Germany
gives the green light; the United States promised 59 Bradley armored fighting vehicles and 90
Striker personnel carriers, but is hesitant to provide Abrams tanks; France offered AMX-10 RCs;
and Canada pledged 200 armored personnel carriers.

Jun 2022: Su-57 used to establish a tactical information network through “automatic
communication, data transmission, navigation, and real-time identification systems." 
Jun 2022: 4 x Su-57s worked in a network to identify, suppress, and destroy Ukrainian air defense
systems and claim its low radar visibility was demonstrated in the attack. 
Oct 2022: Commander of all Russian Armed Forces in Ukraine, claims Su-57 used in both in air-to-
air and air-to-ground and has scored kills in both roles. 
Oct 2022: Su-57 claims shooting down a Ukrainian SU-27 using R-37M (AA-13, Axehead) long
range hypersonic missile. 

Since at least June 2022, Russian Aerospace Forces “have almost certainly used Su-57 FELON to
conduct missions against Ukraine," launching long range air-to surface missiles into Ukraine while
out of range of Ukrainian air defense systems.

     targets with air-to-ground missiles and a probable shot down a Ukrainian SU-27. 
Other claims of Russia’s Su-57 use include: 

Recent British Ministry of Defense reporting seems to confirm some of the Russian claims. 

https://tass.ru/armiya-i-opk/14679393
https://ukdefencejournal.org.uk/russia-using-new-su-57-jets-against-ukraine/
https://www.linkedin.com/company/institute-for-the-study-of-war/posts/?feedView=all
https://www.criticalthreats.org/analysis/russian-offensive-campaign-assessment-january-19-2023
https://www.aljazeera.com/news/2023/1/19/a-whole-new-level-of-war-if-nato-arms-ukraine-russia-warns
https://www.aljazeera.com/news/2023/1/19/a-whole-new-level-of-war-if-nato-arms-ukraine-russia-warns
https://www.bbc.com/news/world-europe-64350877
https://www.aviacionline.com/2022/06/the-sukhoi-su-57-in-combat-operations-over-ukraine/
https://www.aviacionline.com/2022/06/the-sukhoi-su-57-in-combat-operations-over-ukraine/
https://eurasiantimes.com/in-ukraine-war-russian-su-57-fighters-destroy-targets-punch-holes/
https://ukdefencejournal.org.uk/russia-using-new-su-57-jets-against-ukraine/


The Technology - Sensor Suite

It comes as no surprise that the onboard radar of the SU-57 is probably a new generation of radars
with active electronically scanned arrays (AESA). In 2009 at the 2009 MAKS airshow, a Byelka AESA
radar, N036 Belka, was shown on display as being the radar for the Su-57 and is part of a system for
the SU-57 that consists of: 

Restricted to Russian Airspace? 

Su-57 FELON missions likely originate from Akhtubinsk Airfield, Russia, home of the 929th State
Flight Test Center. 

Five of the advanced combat jets were
imaged via commercial satellites in Jan
2023. 
The FELON appears relegated for use
in Russian airspace only and use the R-
37 air-to ground missile at standoff
ranges.  
Given the amount of Russian
equipment already available to
Western intel agencies from previous
crashes, the Russian Air Force seems
determined to prevent the loss of Su-
57s over Ukraine that might create 

       further damage to their prestige, reduce export prospects, and compromise sensitive technology. 

Main nose-mounted, forward-looking X-band
AESA radar antenna. 
2 smaller X-band AESA radars mounted on the
sides of the forward fuselage. Used for
widening the angle of search and tracking
targets in azimuth  
2 L-band arrays on the wing's leading edge
extensions used for friend-or-foe
identification and electronic warfare. 
Infrared search and track sensor fitted in front
of the pilot’s cockpit. 
Side-looking ultraviolet missile approach
warning sensor. 

Navigation and targeting pod with electro-optical and 3 thermal imaging cameras  
Laser rangefinder/target indicator and laser spot tracker 
The Byelka radar has the ability to track 60 targets and shoot 16 targets in the air simultaneously
or engage up to four ground targets at the same time.  

https://www.key.aero/article/enter-su-57
https://www.key.aero/article/enter-su-57


Russia is likely satisfied with the performance of the Su-57 and continued use of the fighter may include an
expanded role as an airborne tactical network platform to detect, track, and engage Ukrainian air defense
and threat radar emissions. With its presumed capability, sharing a consolidated and networked
surveillance picture with ground control and the Integrated Air Defense System will give Russian forces the
ability to maintain a good air defense picture. 

The Su-57 is equipped with the R-37M (RVV-BD) long-range missile, K-77M medium-range missile,
and two short-range missiles – R-74M2 & K-MD (Izdeliye 300). 
The R-37M has a reported range of approximately 108NM against larger target, but likely less
than 50NM versus a fighter sized target. 

The Su-57 has employed only those air-to-surface weapons with substantial stand-off range and
have  adopted for carriage in the Su-57’s internal bomb bay.  
Kh-58UShKE anti-radiation missile with up to 135NM range for attack on Ukrainian RF emitting
threats. 
Kh-59MK2 stealth cruise missile, adopted from the Kh-59MKM variant, with a range of 75NM to
attack a broad range of stationary ground targets with known coordinates. 

The Technology - Weapons

The potential weapons load out could be significant, but in the Ukraine war it is the R-37M and the
Kh-59MK2 Stealth Cruise Missile that give it the ability to take shots from significant ranges. 

Air-to-Air

Air-to-Ground 

https://www.globalsecurity.org/military/world/russia/izdeliye-610.htm


When Presidents Biden and Xi met at the G20 Summit in Bali in Nov 2022, Xi stressed the Taiwan
question was at the “very core of China’s core interests” and the “first red line” in their bilateral
relationship.
China staged their largest drill around Taiwan in 2022 on 25 Dec, deploying 71 aircraft and pushing
47 into Taiwan’s ADIZ.  China state media stated the “strike drill” was in response to “provocations”
and “collusion” between the United States and Taiwan after the US approved funding for Taiwan as
part of its annual budget.  The drill brought total ADIZ incursions to 1,700 for 2022 – up from 969
in 2021 and 146 in 2020.
On 27 Dec, Taiwan announced it would extend its compulsory military service from four months to
one year to reinforce the nation's civil defense following increased threats from China. 
On 28 Dec, the Biden Administration announced an additional $180M arms package for Taiwan
(China outspends Taiwan on defense 13:1, with a public budget of $210B...although it is likely
considerably higher).
On 1 Jan 2023, Taiwan's President Tsai Ing-wen offered Beijing assistance as COVID cases surged
in China, adding her nation could "help more people out of the pandemic."  She attempted to cool
tensions, remarking "War has never been an option to solve problems. Only dialogue, cooperation,
and the common goal of promoting regional stability and development can make more people feel
safe and happy."
China kicked off 2023 with another major exercise on 9 Jan following a Strait transit by the USS
Chung-Hoon on 6 Jan and German and Lithuanian delegation visits to Taiwan. China launched 57
aircraft that day with 28 crossing into Taiwan’s ADIZ.

       following US Speaker Pelosi’s visit to Taiwan on 2 Aug 2022 sparking fears of a “Fourth Taiwan    
       Strait Crisis.” China responded less than 48 hours later with a major, live-fire exercise around 
       Taiwan that some saw as a “rehearsal for a potential blockade and invasion.”  The United States 
       responded with a $1.1B arms sale to Taiwan on 2 Sep.

Taiwan will continue to be a source of tension in US-China relationships as both employ strategic ambiguity
while seeking leverage in a war of words.  China has certainly watched the West’s reaction to the Russian
invasion of Ukraine and will adjust based on what they learn moving towards their stated goal of “resolving
the Taiwan issue” by 2047.  However, the likelihood of invasion remains low as it is an incredibly expensive
proposition for all sides - especially as China deals with a deepening real estate crisis, depressed economic
growth, ongoing COVID, and a rapidly aging population.

Tensions in the region ratcheted up 

20 Jan 2023 – During his Lunar New Year
reception, President Xi continued to warn the
US and others against interference in Taiwan
relations as he remarked to “resolutely carry
out major struggles against separatism and
interference” and “firmly grasp the initiative
in cross-strait relations.” This is the latest in a
series of actions by both China, Taiwan, the
United States, and others to at least control
the narrative in the 74-year-old conflict.

Happy Lunar New Year?  China Threatens Taiwan...Again

https://thewire.in/world/taiwan-is-the-first-red-line-that-must-not-be-crossed-xi-tells-biden
https://www.japantimes.co.jp/news/2022/12/26/asia-pacific/taiwan-china-air-force/
https://www.cnbc.com/2022/12/27/taiwan-to-extend-compulsory-military-service-official-says-as-china-shows-air-power.html
https://www.cnn.com/2022/12/28/politics/biden-arms-sale-taiwan/index.html
https://www.newsweek.com/china-taiwan-military-warplane-flights-adiz-1770705
https://www.france24.com/en/asia-pacific/20230101-taiwan-s-tsai-offers-aid-to-china-amid-covid-surge
https://www.cnn.com/2023/01/09/asia/china-taiwan-combat-drills-intl-hnk-ml/index.html
https://www.columbian.com/news/2023/jan/09/china-holds-large-scale-joint-strike-drills-aimed-at-taiwan/
https://www.csis.org/analysis/speaker-pelosis-taiwan-visit-implications-indo-pacific
https://www.csis.org/analysis/speaker-pelosis-taiwan-visit-implications-indo-pacific
https://www.csis.org/analysis/speaker-pelosis-taiwan-visit-implications-indo-pacific
https://apnews.com/article/taiwan-asia-united-states-beijing-nancy-pelosi-bcd77a80ddbece51f45c5fca4f60e22e
https://apnews.com/article/taiwan-china-congress-government-and-politics-8901fc7feafbdbfc94e01055a7b1d997
https://www.voanews.com/a/china-issues-veiled-warning-to-us-over-taiwan-/6927601.html


Publicly Available Information (PAI) is
information that is available to any member of
the general public.  

21 Jan 2023 - The increase in the use of publicly
available information to address intelligence
requirements has been highlighted on the world
stage recently due to the war in Ukraine. Its use
 transformed the way the world receives and
processes information, and in particular, how the
global commons witnesses war.  Tackling a broad
subject like open source intelligence (OSINT) in a
short article isn't possible. Therefore, we look to
provide a lead-in with follow-on articles as we
discuss how Open Source Intelligence is used, the
big players in this arena, and the multitude of
resources available, among other topics. 

Publicly Available Info and Open Source Intel  in the Modern Era

In 2014, an OSINT investigation by Bellingcat exposed Russian forces operating inside Ukraine, despite
denials from the Kremlin. The findings showed how satellite imagery helped track troop movements and
exposed details of military build-ups along the border. 
In 2014, an OSINT investigation by Amnesty International revealed the abduction and torture of activists
in eastern Ukraine. Investigators used open source materials such as satellite imagery, social media posts,
and news reports to build a picture of what happened, leading to wider exposure of these human rights
abuses.  
A 2016, OSINT report published by Conflict Intelligence Team (CIT) analyzed several videos taken from
the battlefield showing multiple advanced weaponry systems used by Russian-backed separatists in
Eastern Ukraine. By analyzing digital images, documents and social media posts, CIT was able to map out
the flow of arms from Russia to separatist forces in Ukraine.   

Most recently, the use of OSINT in the Ukrainian
conflict brought information to the general public at a
rate and speed never seen before in previous conflicts
and wars.
The amount of information and the speed at which it is
delivered has complicated the Russian's ability to
successfully maintain an element of surprise.
Possibly more damaging to them, it limited their ability
to be successful in waging their standard
disinformation and propaganda campaigns. 
Ukraine is using this to their advantage, often getting
out in front of the Russian's propaganda and
disinformation.

Open Source Intelligence, or OSINT, is defined by the US DoD as intelligence "produced from publicly
available information that is collected, exploited, and disseminated in a timely manner to an appropriate
audience for the purpose of addressing a specific intelligence requirement. 
OSINT has been around for a long time; however, it started becoming more mainstream around 2013. 

https://www.bellingcat.com/news/uk-and-europe/2015/09/21/bellingcat-investigation-russias-paths-to-war/
https://www.amnesty.org/en/latest/news/2014/11/eastern-ukraine-both-sides-responsible-indiscriminate-attacks/
https://www.amnesty.org/en/latest/news/2014/07/ukraine-mounting-evidence-abduction-and-torture/
https://khodorkovsky.com/the-conflict-intelligence-team-versus-the-kremlin/
https://www.cam.ac.uk/stories/donbaspropaganda
https://www.abc.net.au/news/2022-10-19/how-ukraine-is-playing-its-own-version-of-the-propaganda-game/101522066
https://www.govinfo.gov/content/pkg/PLAW-109publ163/html/PLAW-109publ163.htm


Are all the amateurs conducting research and analysis good? Is the constant stream of data valuable and
accurate? What good is all this data to the intelligence community? What are the future implications of
open source intelligence use? We will break that down in future editions. 

The final takeaway is from General Sir Jim Hockenhull when he compared old-fashioned intel to assembling a
jigsaw puzzle without a lid. He stated, "what's happening with open source is that we still don't have the
lid...but what we have is an almost infinite number of jigsaw pieces. The result is that one could assemble an
almost infinite number of pictures." Therein lies the real danger with open source information. Without
additional information from other sources of intelligence to corroborate the open source information, the wrong
picture can be created. This can have far reaching and devastating impacts. Open source intelligence should not
be used as a single-source of information for these reasons. 

For our next open source intelligence discussion, we will cover resources and tools available to the general
public for data discovery and analysis, and who the big players are in the open source world. We would love to
hear from you on what open source tools and resources you use. Drop us a line at contact@integrityisr.com

Deception and disinformation campaigns
utilize the publicly available information
domain to deceive and spread disinformation. 
One example is when Russian news media
and propagandists attempted to spread
disinformation regarding Ukraine attempting
to use dirty bombs in the midst of discussing
actual actions taken by Ukraine. 
With nearly 7 billion smartphone users and 5
billion internet users, a lot of accessible data
is generated daily, but not all of it is accurate
or reliable information.
Open source intelligence analysts have a difficult job deciphering between fact and misinformation.
One of the foremost issues with publicly available information is the ability to validate the information.  

The disappearance of Gabby Pettito in America
captivated these sleuths. The work of the amateur open
source researchers even generated valid leads
regarding her possible whereabouts.  However, it also
highlighted overzealous researchers peddling false
information. 
Amateur open source researchers went viral with their
Ukraine coverage

Intel Crab, Aurora Intel, and Calibre Obscura
became overnight sensations with their analysis

Finally, one of the most notable changes in recent history
has been the rise of the amateur open source researcher. 

Ukraine open source coverage also vaulted companies like Maxar to new heights.
See source of many of the unclassified commercial images related to the Ukraine conflict, including
the Russian convoy image in this article.

https://finance.yahoo.com/news/russian-propaganda-uses-old-photos-190000461.html
https://www.economist.com/interactive/international/2023/01/13/open-source-intelligence-is-piercing-the-fog-of-war-in-ukraine
https://www.nytimes.com/2022/10/26/us/politics/russia-propaganda-dirty-bomb.html
https://www.oberlo.com/statistics/how-many-people-have-smartphones
https://www.du.edu/news/podcast/gabby-petito-impacts-social-media-sleuthing
https://www.abc.net.au/news/2021-09-25/gabby-petito-missing-person-case-internet-true-crime-obsession/100482852
https://restofworld.org/2022/osint-viral-ukraine/
https://seekingalpha.com/article/4502602-maxar-satellite-imagery-power-russia-ukraine-conflict
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What would you like to hear about in the next edition? Let us know! 

Follow us on LinkedIn for updates & analysis as different events of interest happen!

Fun Fact: The Philippines consists of 7,641 islands 
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